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REFERENCE—If You are Being Cyber Bullied...

« Tell someone. No one should put up with bullying! Don't keep it to yourself—there are laws against
bullying. Tell a trusted adult about it. This could be a parent, a teacher, a friend’s parent, even an older
brother or sister.

« Don’t open or read messages by cyber bullies.
« Tell someone at your school if it is school-related.

« Don’t erase the messages—they may be needed to take action. Instead, put them in a folder unread, or
have an adult help you.

« Stay protected! Never agree to meet a bully, or anyone, who you meet online.
o If bullied through chat, instant messaging or texting, the bully can often be blocked.
o Ask a trusted adult to help you.

If someone you know is being bullied online, use these guidelines to help them—their life may depend on it.

Prevention Techniques - How to Keep from Being Bullied Online

« Don’t give out private information, such as passwords or pin numbers. Be careful when giving out your
name, or family and friends names, address, phone number, etc.

» Don’t exchange pictures or give out e-mail addresses to people you meet on the Internet. Ask permission
from parents when it is necessary to give such information.

» Don’t send a message when you are angry. It’s hard to undo things said in anger.
o Delete messages from people you don’t know, or from those from people who seem angry or mean.
» When something doesn’t seem right, it probably isn’t. Get out of the site, chat, etc.

The best defense to keep from being a bully online: Use netiquette.

Be polite online and others tend to do the same. If someone gets angry or bullies you, ignore them—online
bullies want a reaction.

Share this information with your friends and family. Be bully proof!
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ACTIVITY—Chat Activity

Name Date

Directions

In your groups, discuss the following chat scenario. Identify examples of cyber harassment. Identify examples
of those trying to prevent harassment. Answer the following questions: How did the group mentality lead to the
cyber harassment of the victim? How do you think the victim felt? How do you think other chat participants
felt? Why do you think they participated in the bullying? Do you think this could have occurred in real life?

Fieryred: Hey, I am SO bored tonight.

Marcus12: I hear u. There is like nothing to do
but homework.

Shoesnjewels: 1 got an idea. You all up for
some fun?

Boogeyboardin: Sure what you got in mind?
Shoesnjewels: The next person to join the chat,
let’s drive them back out. I bet we can do it in
less then 5 minutes.

Fieryred: I don’t know, that seems kind of mean.

Marcus12: Don't be a wimp. Shoes, youre on.
IN FACT, I bet we can do it in 2!

Darthvader13 enters the chat room
Marcusl12: here’s our victim now.
Darthvader13: Hey guys. What’s up?

Shoesnjewels: What kind of geek screen name is that? Don't tell me you’re one of those dorks who is all into
Star Wars.

Darthvader13: That’s kind of harsh. And actually, Star Wars is transcendant. People all across the world can
identify with its timeless themes.

Boogeyboardin: Transcendant, who you trying to impress. We all know you’re dumber than dumb.
Marcus12: I bet you went and saw that timeless film with your mommy. Does she still tuck you in at night?
Fieryred: You guys, let up on him. Don't be cruel. Hey Darth, how are you. Haven't seen you around.

Marcus12: That’s cause he doesn’t have any friends. And if he knew better he wouldn’t have come here now.
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PARENT PAGE—A Parent’s Guide to Cyber Harassment

Cyber harassment can involve any online communication, such as e-mail, chat, etc. The communications are
often constant and filled with disturbing and inappropriate content, and they rarely cease, even after the victim
asks for the behaviors to stop.

Prevention Tips To Share at Home

« Do not respond to cyber bullying messages of any kind. Let a family member or other trusted adult know
about the incident(s).

« Do not share personal information in public spaces anywhere online (including in e-mail or chat rooms) or
give it to strangers. Do not use your real name or nickname as your screen name or user ID (pick a name that
is gender- and age-neutral). And do not post personal information as part of any user profiles.

» Do not meet online acquaintances in person.
« If a situation online becomes hostile, log off or surf elsewhere.

« If a situation places you in fear, contact a local law-enforcement agency.

What To Do If You or Your Child Is Being Cyber Harassed

« If you are receiving unwanted contact, make clear to that person that you would like him or her to cease
contact with you.

« Do not respond to cyber bullying.
« Save all communications for evidence, especially if bullying includes threats of violence.

 You may want to consider blocking or filtering messages from the harasser. Chat room contact can be
blocked, as well.

» Find out if your local law-enforcement agency has a policy for cyber harassment threats of violence, and
make a report if appropriate.

Children who participate in activities and share what they have learned about Internet safety are more
likely to practice safe habits online.

Additional materials and support for students, teachers, and parents on Internet safety topics are avail-
able from i-SAFE Inc. www.isafe.org.
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