


Security & Confidentiality Contract

Blount County Board of Education

2010-2011
This document serves as a binding agreement between the State of Alabama, Blount County Board of Education and the employee of the Blount County Board of Education whose signature appears at the bottom of this contract.  By your signature, you confirm that you fully understand the critical nature of the security and confidentiality issues regarding student management systems (STI and all components thereof)  and agree to abide by the security procedures established by Blount County Board of Education Policy 4.3.1 and The Family Education Rights and Education Act of 1974 FERPA. 

The Alabama Department of Education provides educational data through the World Wide Web system as it relates to student management, SETS and assessment. The data systems contain student information including but not limited to test scores, demographics, grades, attendance and discipline.  All information is to be considered personal and confidential for use by administration and teachers in the performance of their duties. Systems are password protected and require a user ID and an assigned password for access. The systems are not for public use. Student information from the system must not be disclosed to anyone other than a state, system or school official defined by the Family Education Rights and Privacy Act of 1974 (FERPA ). 

An official as defined in the law is a person employed by the state, system, or school such as an administrator, supervisor, system test coordinator, building test coordinator, principal or teacher.  It is a requirement that this person be a full-time employee and must have a legitimate educational interest. This person must have a legitimate educational interest if he/she needs to review an educational record in order to fulfill his or her professional responsibility (attendance, grades, discipline, SETS). Curiosity does not qualify as a right to know.

School officials who are granted a password to the system must abide by FERPA law. Disclosure of passwords to anyone other than an authorized official(s) or access of any nature to the programs and contents is prohibited and may result in disciplinary action by the Blount County Board of Education, and possible termination. 

For more information on FERPA, see the U. S. Department of Education’s Web page at http://www.ed.gov/offices/Omfpco/ferpa/.

I hereby certify that I will maintain the security, integrity and confidentiality of the student management data accessed through these data systems (STI and all components thereof) and I will not share the password nor will I allow access visually or physically to the programs or their contents by any individual other than a school official (school official as indicated by FERPA -above). 

I do hereby certify that by my signature I agree to the above requirements and responsibilities for maintaining the integrity, security and confidentiality of student management and assessment data (STI and all components thereof).  By my signature I understand fully that disciplinary actions, including termination, will be taken in regards to breech of this security and confidentiality agreement,  Blount County Board of Education Policy 4.3.1, disclosure of passwords and or visual or physical contact with STI and all components thereof) by anyone other than myself. 

If I leave the position that allowed me access to the data systems, I will neither access nor disclose any data previously accessed through this system. 

To disclose any component of student information contained in these programs (STI and all components thereof) would be in violation of federal law, state and local directives.

______________________________________________       
___________________________________________

Name: (please print)




School Location

______________________________________________       
___________________________________________

Signature





Date

